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Brief Introduction

The cost and impact of cyber-attacks are on the rise, particularly for small and medium-sized businesses. As a result, purchasing a cyber insurance policy has 
become essential for mitigating risks to organizations. To prevent vulnerabilities, insurance companies now require any organization must be equipped with 
Multi-Factor Authentication (MFA) for them to qualify for a cyber insurance policy. So what is MFA and how does it protect your business? MFA is the  
process of requiring more than simply a username and password for an employee or a customer to log in to their account. An MFA login system will prompt 
you for a combination of what you know (i.e. a password or PIN), what you have (i.e. a key card or OTP), and what you are (i.e. biometrics such as fingerprint 
or a palm vein scanner). For most businesses seeking cyber insurance, MFA has now become a prerequisite for coverage, and the specifics of this mandate 
can easily become very complex.

“Insurers rarely provide a substantial discount based on a single security control,  

preferring to assess the combination of controls a company deploys against cyber threats 

in addition to the company’s industry, size, and specific risks. Rather, enacting MFA will 

benefit your insurance program in two potential ways: Reducing your claims activity, 

which over the long term can significantly improve your insurance pricing; and, qualify 

your company for cyber insurance quotes from multiple carriers, ensuring competition 

for your business that will produce favorable terms.”

…Dan Burke, senior vice president and national cyber practice leader at Woodruff Sawyer,



www.omnidefend.com

Unprotected passwords – the weak link to cyber threats

Cyber criminals most often deploy a variety of threats targeted at individual employees. These include phishing, password spraying, and credential stuffing, among others. Unfortunately, this  
strategy is often rewarding, because it only takes one compromised password to bring an entire network down. MFA security is crucial to prevent network-wide cyber attacks, as one single password 
is no longer the fragile foundation of an organization’s security. Additionally, the OmniDefend MFA solution can be configured to force users to log in with certain MFA devices, meaning a vulnerable 
employee’s password can be forgotten or shared without having any effect on the system’s security. MFA implementation instantly and exponentially increases the security of the organization at risk.
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Business Benefits of Implementing OmniDefend MFA

Achieve
Compliances

Combat Password 
Fatigue

Simplify The
Login Process

Reduce Fraud
and Identity Theft

Increase
Customer Trust

Streamline Safe
Mobile Transactions

Reduce Operating
Costs
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Where Do Cyber Insurers Want to See MFA Deployed?

1.	 Cyber insurers mandate that employees use MFA when accessing email through either a website or desktop application. OmniDefend is equipped 
to handle passwordless login with MFA devices through any browser or desktop-based application.

2.	 Additionally, cyber insurers require MFA be used to secure remote access to the network so that employees, contractors, and third-party service 
providers do not increase the risk of a network security breach caused by a cracked, lost, or stolen passwords.

3.	 For the following, including such access provided to third-party service providers:

a.	 All internal and remote administrator access to directory services (Active Directory, LDAP, etc.)

b.	 All internal and remote administrator access to network backups

c.	 All internal and remote administrator access to network infrastructure components (switches, routers, firewalls)

d.	 All internal and remote administrator access to the organization’s endpoints/servers
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Multi-Factor Authentication (MFA) Implementation Best Practices

Seamless Deployment and Maintenance

A successful MFA implementation process is seamless and efficient. 
First, choose a plan that gels well with your existing IT infrastructure. 
For most businesses, this will be on-premise servers, as they are faster, 
cheaper, and most importantly, vastly more secure. Next, ensure your 
MFA solution deploys easily across all users. Lastly, the perfect MFA 
solution will have IT provisioning capabilities, system maintenance  
access, and auditing reporting all in one place. The OmniDefend  
solution can be equipped, fully on-premise, in minutes; and the IT  
dashboard provides a one-stop solution for all IT configuration, MFA 
enrollment, and auditing/reporting that an organization may need.

Diversity Authentication Methods and Devices.

A secure authentication system prompts the user for a combination of 
what they know, what they have, and who they are. The OmniDefend 
MFA solution is equipped to handle a password, PIN #, One-Time  
Password (OTP), Call/SMS/Email verification, fingerprint, palm-vein 
scan, smart card, retina scan, and even iOS FaceID, TouchID, and  
Android Biometric as possible authentication methods and devices.
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Enterprise-Wide Security

The OmniDefend server is designed using modern cloud-based technologies. The server can be deployed in a dedicated hosted environment on-premise thus  
ensuring that your organization’s critical identity data never leaves your trusted network. As your organization grows, the OmniDefend server capabilities can be 
easily scaled up just by adding additional servers in a load-balanced environment. Failover and disaster recovery protection can be deployed using additional  
OmniDefend servers inside (or outside) your network. The OmniDefend server makes it simple to deploy identity governance, provisioning, administration, and 
auditing features in your organization.
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Deployment of OmniDefend MFA 
provides a fine-grained approach to 
ensure strict adherence to  access  
policies. Each component has been  
designed such that the functionalities 
cover all aspects of Multi Factor  
Authentication 

The OmniDefend MFA Deployment Process

�

�

�

�

�

Add/Import Users 

User Enrollment 

Modify User Details 

Password Reset 

Block User

� Installation of  Credential 
Provider

� Authenticate User To 
Desktop with MFA

� Enforcing Users to Use  
OmniDefend Cred Prov to 
Log in to Windows

� Audit User Logins To 
Applications

� Password Resets

�

�

User Creation & 
Enrollment Reports

Login Reports

� Set up Organization

� Set Password Policies

� Specify Authenticators for 
MFA

� Configuring applications 
for SSO which includes

► OPENID

► SAML

► LEGACY
APPLICATIONS

USER MANAGEMENT

DESKTOP PROTECTION REPORTS

ORGANIZATION 
MANAGEMENT

AUDIT USER IDENTITY 
MANAGEMENT

APPLICATION & SSO 
MANAGEMENT
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OmniDefend Compliance Chart for Multi Factor Authentication

Components Functionality Compliance

Cloud Email All employees accessing email through web or cloud 
services Fully Complied

Remote Network Access All remote access provided to employees contractors  
and third party service providers Fully Complied

Internal & Remote Admin Access

	� All internal & remote admin access to the  
directory services (Active Directory, LDAP, etc.)

	� All internal & remote admin access to network 
backup environments

	� All internal & remote admin access to network in-
frastructures (firewalls, routers, switches, etc.)

	� All internal & remote admin access to the  
organization’s endpoints/servers

Fully Complied
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About Softex

Softex, founded in 1992 in Austin, Texas,  is a market leader and provider of security software and solutions with innovative products focused on Enterprise Single 
Sign On (ESSO), Identity and Access Management (IAM), and Data Protection of Self-Encrypting Drives. Softex offers both on-premise and Cloud-based security 
solutions to HealthCare, Financial, Corporate, Government and OEM markets with a focus on strong user authentication and helping its customers meet industry 
compliance. Softex serves many of the top tier companies, such as Lenovo, Hewlett-Packard, Fujitsu, Samsung, Accenture and Motion Computing.
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